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Date: October 14, 2022 

CITY OF INDEPENDENCE, MO 
21500 E Truman Rd  
INDEPENDENCE, MO 64056-2674 
UNITED STATES 

Nexus Controls LLC 
David Nierman 
Sales Manager 
+1 720 378 1187 
1800 Nelson Road 
Longmont, CO 80501 
United States 
david.nierman@bakerhughes.com 

 

  

Attention:  Elaine Kaifes 

Subject: City of Independence HMI and Network upgrade  

Proposal Number:  DM2361993 Rev 5 

Reference:  RFQ 

  

  

Dear Elaine, 

Nexus Controls LLC, a Baker Hughes business, is pleased to offer CITY OF INDEPENDENCE, MO a Firm Fixed Price 
quotation for City of Independence HMI and Network upgrade. 

a. The total quantity of commercial Human Machine Interfaces ("HMI") to be upgraded is 10. 

We look forward to the opportunity to discuss the proposed solution. Should you have any questions or require any 
additional information please do not hesitate to contact the undersigned. 

  

  

  

Yours sincerely, 

  

  

David Nierman  

Sales Manager 

Nexus Controls LLC 

mailto:david.nierman@bakerhughes.com
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Notice  

 

2022 Copyright © All rights reserved. 
 The information contained in this document is subject to change without notice. 

† Registered trademark of Baker Hughes in one or more countries. Other names may be trademarks of the respective owners and are used herein for identification purposes only. Use of any 

names or marks owned by a third party does not imply endorsement by or a relationship with the third party.  

Defined Terms  

 

The following terms shall have the meanings set forth below as used throughout this document. 

1. "Buyer" means the Legal Entity ("LE") to which Seller's proposal is directed and the source of any subsequent 
order/contract, namely "CITY OF INDEPENDENCE, MO". 

2. "Buyer/End-User's Equipment" or "Unit(s)" means equipment into which the Seller's Equipment(s) system will 
be installed and for which the Services will be performed. 

3. "Contract" means the contract between Seller and Buyer resulting from this Document. 
4. "Contract Price" or "Proposal Price" means the price to be paid by the Buyer to the Seller under this Proposal or 

any resulting Contract for the Parts and Services. 
5. "End-User" means the entity to which will be the ultimate recipient of the Seller's scope of supply, namely "CITY 

OF INDEPENDENCE". 
6. "Services" means such planning, management, technical advisory services, site services and engineering 

necessary to install the System identified herein. 
7. "Seller" means the LE issuing this proposal, providing the equipment and collecting the Purchase Order, namely 

"NEXUS CONTROLS LLC". 
8. "Site" means the location or Plant where the System or Parts will be installed and commissioned, namely "CITY 

OF INDEPENDENCE" located at "INDEPENDENCE, MO". 
9. "System" means the equipment, parts, materials, supplies, components and other goods, supplied as part of the 

offer/proposal/quotation. 

  

  

  

  

  

Revision History  

Revision Date Description of Revision 

Rev 0 September 13, 2021 Original Distribution 

Rev 1 December 14, 2021 Updated Validity and Cycle time 

Rev 2 June 7, 2022 Updated Validity, Pricing and Cycle time 

Rev 3 June 24, 2022 Updated Validity to 90 days, Pricing to 2023 

Rev 4 October 5, 2022 Added option for a Firewall FGR60F 

Rev 5 October 14, 2022 Changed PEECC HMIs to 17 inch Panel Mount, updated Pricing and lead time 
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1 Executive Summary 

1.1 Overview 

Nexus Controls LLC is pleased to submit this Firm Fixed Quotation to CITY OF INDEPENDENCE, MO Windows 10 HMI 
Upgrade at the CITY OF INDEPENDENCE. 

The Seller's latest HMI technology provides the most current software and hardware technology available from the Seller 
for the turbine control operator interface. The latest software packages provide improved features and protection functions 
as compared to previous versions. 

Current HMIs being built today are Windows 10 IOT Enterprise operating system and the HMIs have CIMPLICITY* 
Advanced Viewer. All original HMIs on the same network must be upgraded at the same time to allow proper interface 
between the equipment and the software packages. 

The benefits of this retrofit include: 

a. Industry standard operating system and software. 
b. Integration of various systems and devices (as needed) to reduce resources required for operating and 

maintaining the units. 
c. CIMPLICITY Graphical User Interface (GUI) software on HMIs is for industrial controls. 
d. Solid State hard drives for increased uptime. 

This project will consist of replacing 10 HMI operator interface PCs at the CITY OF INDEPENDENCE plant with new 
HMIs, located in the same locations with similar functionality. Controllers are Mark VIe Simplex Units. 

As part of the upgrades and enhancements, the Seller is offering the following: 

Upgrade the existing HMIs. 

a. Upgrades to the Mark processor firmware / software will also be provided as required. 
b. Upgrades to the site Network Switches. 
c. Field Service to install and commission the new HMIs and switches. 

Space 

1.2 Benefits & Risk Summary – Industrial Cybersecurity 

1.2.1 Gain Control of Your Systems with a Partner You Can Trust 

Experience the peace of mind that comes with knowing your systems are protected even as they evolve. Our scalable 
OEM-agnostic cybersecurity solutions are designed to give full visibility into a single plant or multi-site environment. So 
that you can see and respond to threats faster, focus on your operations, maintain optimal production and ensure 
reliability and safety. 

1.2.2 Benefits of Having a Robust Cybersecurity Solution 

Having a strong cybersecurity capability not only provides an organization with risk mitigation and control but also 
improves insight, visibility and context, which enables a change in operations from a reactive firefighting mode to a pro-
active approach, reducing unexcepted outages and improving production processes. 



 

Nexus Controls LLC Proposal No: DM2361993 Rev 5   
Copyright 2022 Baker Hughes Company. All rights reserved.  7 

1.2.3 Nexus Controls OTArmor† Cybersecurity Portfolio 

 

1.2.4 Unsure Where to Start? 

Our cybersecurity experts are knowledgeable on the CIS Top 20 Controls and industry standards such as 
ISA99/IEC62443, NERC-CIP, NIST, and WIB. We can provide your team with the support it needs for standards 
compliance and assist you in better understanding and addressing your vulnerabilities. Our scalable cybersecurity 
assessment allows you to establish a successful cybersecurity strategy while effectively managing your limited resources 
alongside key business goals. 

1.2.5 Solution Risk Summary 

Nexus Controls places a key focus on our customers industrial cybersecurity posture and the solutions we provide. The 
scope developed with Buyer is evaluated against best practice and international standards to provide a Solution Risk 
Summary. This summary shows how the proposed solution aligns to best practice to highlight any areas that may warrant 
further discussion and includes suggestions for improvements in each cyber domain area where applicable. Unless 
amended during review or further discussions, Buyer accepts potential risks in cybersecurity areas not addressed in this 
proposal. The below table is a self-assessment tool to help you evaluate the cybersecurity posture of your organization. 

Cybersecurity Solution 
Best 

Practice 
Executed 
at Site? 

Recommendations 

Secure Configurations 
Hardened & patchable device configurations 
that disable or removal unnecessary 
programs, features or services 

 
 

Update legacy operating systems and 
network switches to supported ones and 
harden configurations 

Endpoint Malware Defense (Antivirus/ 
Whitelisting?) 
Centralized Anti-Malware management or 
application whitelisting to block 
known/suspicious activity 

 
  

Install antivirus or whitelisting for malware 
protection 

Removable Media Protections 
Centralized Anti-Malware management or 
application whitelisting to block 
known/suspicious activity 

 
 

Install technical controls so USB drives 
cannot write or copy data from critical assets 

Backup & Disaster Recovery 
Automated and centralized backup and  

 
Install automated and centralized backup and 
recovery solutions 
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Cybersecurity Solution 
Best 

Practice 
Executed 
at Site? 

Recommendations 

recovery of operating systems, network 
equipment, etc. 

Latest Patching & Updates 
Centralized Patch Management and process 
for deploying multiple OEM's pre-validated 
updates 

 
 

Install latest OEM pre-validated security 
patches and updates 

Access Control & Authorization 
Management 
Centralized role-based access control and 
two-factor authentication for critical privileged 
users or roles 

 
 

Deploy domain controller for centralized 
password, user & machine mgmt., enforce 
password complexity. Add 2-factor 
authentication for privileged accounts 

Asset Inventory Visibility 
Real time active asset inventory visibility & 
reporting of hardware, firmware, software and 
applications 

 
 

Install real time asset management for 
industrial visibility (make, model, serial 
number, OS, applications of I/O, PLC's) 

Vulnerability Management 
Real time listing to drill down common 
vulnerabilities and exposures (CVEs) 

 
 

Passive and active scanning solution to 
identify assets that are subject to 
vulnerabilities for potential malicious activity 

Network Separation & Access Control 
Firewalls & Gateways to control the 
communication in/out of your trusted 
Operational Technology (OT) perimeter 

 
 

Protect ingress/regress locations that lead to 
different trust zones by Firewall or other 
boundary protection devices 

Industrial Secure Remote Access 
Zero-trust based industrial remote access with 
read-only or write control, lockbox, video 
recording & monitoring 

 
 

Electronic remote access into the site may 
not be adequate or up to industry best 
practices 

Security Incidents & Management 
Centralized security log collection & retention 
from all monitored assets for Incident 
Response activity 

 
 

Missing a centralized method to collect 
cybersecurity logs, making incident response 
very difficult 

Segmentation & Separation 
Zoning and segmenting breaking trusted 
infrastructure into smaller segmentation 
following international standards such as 
ISA99/IEC62443 

 
 

Missing micro-segmentation solution to help 
contain any successful cyberattacks from 
reaching other critical assets 

                                                                                                 

1.3 Quality 

Baker Hughes is committed to Customer Satisfaction, Compliance and Continuous Improvement. Our Quality Policy, 
compliance to numerous standards and many reference sites demonstrate our adherence to these principles. 

a. Our Quality Management System (QMS) is scalable assuring lean quality from software patch or parts delivery to 
multisite mission critical control systems deployments. 

b. Our procedures drive clear requirements management through to the end solution. We also integrate global 
regulatory, technical and cyber security standards into our upfront proposal process so all stakeholders know how 
end user will be compliant. 

c. If new requirements emerge, we manage scope, schedule, cost and regulatory impacts to optimally deliver only 
the value customer contracts and regulations require. 

d. All our global design and manufacturing sites (USA, Brazil, Hungary, UAE, Saudi, Korea, Singapore, China) are 
ISO-9001:2015 certified by a leading Auditor such as LRQA or BSI. All operate under a single QA Manual. 

e. We survey using Net Promoter Score methodology driving lessons learned on Parts, Projects and Service 
deliveries. 

f. Our Continuous Improvement leverages root cause analysis and Lean Six Sigma disciplines to provide clear tie 
from improvement opportunities to countermeasure effectivity reviews. 

https://www.bakerhughes.com/sites/bakerhughes/files/2020-09/Quality%20Policy.pdf
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g. We welcome an examination of our procedures and objective evidence for compliance to contract and ISO-
9001:2015 anytime during a project. Usually, this would last less than one day. Please work with your Project 
Manager once project is kicked off to arrange. 

Some customers require additional assurances above and beyond contractual, ISO-9001:2015 and relevant technical 
regulatory standards. We can proceed with discussion on any of these options: 

a. Full System Audit. Occasionally end customers require documented assurance of compliance to contractual and 
quality standards. These audits require multiple days to complete and some planning for scope. We can include 
this scope in the contract. 

b. Expanded Project Quality Documentation. Some projects require specific quality requirements that are not part of 
ISO-9001:2015, we offer to contract these activities to document additional deliverables (examples: Project 
Quality Plans, Software Quality Plans, Packaging Plans, Inspection Quality Plans) 

c. Where end customers require compliance to standards we do not currently possess we will work with you to 
develop a custom solution to meet your needs. 

Space 

1.4 Project Management 

Upon receipt of an order, the Seller will assign a Project Manager who will be the Buyer/End-user's single point of contact 
to ensure that the scope and delivery requirements are satisfied. The Project Manager's responsibilities will include: 

a. Project scheduling and tracking for the project activities associated with the equipment delivery. 
b. Procurement and expediting of all equipment and services included in this proposal to insure a smooth project. 
c. Coordination of engineering, test and startup activities (if included) for the equipment upgrade. 

Space 
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2 Base Scope of Supply 

2.1 Bill of Material 
Space 

Qty  Operator Workstation HMI Computer  

Lot 100baseT Ethernet Cables, For UDH Connections per HMI 

Lot 100baseT Ethernet Cables, For PDH Connections per HMI 

 Space 

Qty  Software Description (per HMI)  

Lot CIMPLICITY 11 HMI Software 

Lot Acronis Backup and Restore 

Lot McAfee Antivirus  

Lot Microsoft Excel and Word Programs 
Space 

Qty.  Description  

6 

Commercial Grade for HMI upgrade: PC details are typical. Seller will provide an HMI that 
meets the specific requirements of the project, details of which will be provided during project 
execution:  

17" Touch Panel Mount Computer: 

a. Touch Screen - HD 17” 
b. Intel Gen 4 CoreTM i7 
c. 8 GB RAM Memory 
d. 1 - 500GB Solid State Internal Hard Drive SATA 
e. 2 - External USB (3.0) 
f. 1 - RS-232/422/485 Serial Port 
g. 1 - RS-232 Serial Port 
h. Redundant UDH/PDH Ethernet Connections (4 - RJ45 Ethernet Ports) 
i. Adapter 100-240 VAC, 150 Watts to 24 VDC 
j. IP66 Approved Front Panel 
k. Relative Humidity: 10 ~ 95% @ 40°C (Non-condensing) 
l. Operating Temperature: 0 ~ 55° C (32 ~ 131° F) 
m. Windows 10 IOT Enterprise 64-bit  

 

4 

Commercial Grade for HMI upgrade: PC details are typical. Seller will provide an HMI that 
meets the specific requirements of the project, details of which will be provided during project 
execution:  

Commercial Grade Tower: 

a. HP Z4 G4 Workstation 
b. HP Z4 G4 750W Power Supply, 90% efficient (C13 input) 
c. Intel Xeon W-2123 3.6 2666 4 core processor 
d. 8GB DDR4 2666 DIMM ECC (32 GB Total Memory) 
e. NVIDIA Quadro P620 2GB Graphics Card (4 mDP output) 
f. mDP to DP adapters 
g. 256 GB SATA Solid State Drive (OS - C:\) 
h. 256 GB SATA Solid State Drive (BACKUP - X:\ and DATA - E:\) 
i. 9.5 mm DVD-Writer 
j. HP i350-T2 PCIe Dual Port Gigabit NIC 
k. HP Serial Port Adapter 
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Qty.  Description  

l. USB Business Slim Wired Keyboard US 
m. HP Optical USB Mouse 
n. Windows 10 IOT Enterprise LTSC 2019 Multi-Language OEI High End (ESD) 
o. Keyboard (USB) 
p. Mouse (USB) 

Per site 
An equipment network topology (4108 drawing) in support of a HMI upgrade. The topology provided 
would be based on the current site information that is provided to the Seller from the Buyer. 

0 Monitors (see options) 

Per HMI Widescreen Engineering 

Per HMI Audible Alarm on the HMI - Software Activation 

Per Powered 
Device 

Power Cords Supplied per Powered Device for use in the USA. 

Space 

 

2.2 HMIs Proposed Changes/Solution 

This project will consist of replacing 10 HMI operator interface PCs at the CITY OF INDEPENDENCE plant with new 
HMIs, located in the same locations with similar functionality. Controllers are Mark VIe Simplex Units. 

The final configuration of the new HMIs cannot be accomplished in the factory. The final site-specific configuration will be 
completed during installation. It is recommended that the Seller's field service employees perform the installing and 
system/controller configuration to maintain system integrity and robustness. 

New ControlST site software is included with the HMI as part of the base scope offering. Installation of the controller 
software based on the upgrade is included as part of the installation activities. Turbine controller/ Plant-wide DCS 
controller system shutdown and reboot will be required to upgrade the ControlST software/ firmware. 

2.3 HMI System Architecture 

HMIs will be supplied in the quantities and with the functionality described in words and in the configuration tables below. 
No changes to the existing UDH/PDH networks link are provided. 

Proposed HMI Capability Table  

TURBINE UNIT #  GT1_SVR  GT2_SVR  GT3_SVR  GT4_SVR  GT5_SVR  

J1 Server     

J2  Server    

I3   Server   

I4    Server  

H5     Server 

PC Style Commercial  Commercial  Commercial  Commercial  Commercial  

PC orientation   Panel Mount Panel Mount Panel Mount Panel Mount Panel Mount 

Widescreen Formatting Yes Yes Yes Yes Yes 

Audible alarm with 
speakers 

Yes Yes Yes Yes Yes 
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TURBINE UNIT #  GT6_SVR  CRM5_SVR  CRM6_SVR  EWS1_SVR  REM1_SVR  

H6 Server Server Server Server Server 

PC Style Commercial  Commercial  Commercial  Commercial  Commercial  

PC orientation  Panel Mount Rack Mounted Rack Mounted Rack Mounted Rack Mounted 

Widescreen Formatting Yes Yes Yes Yes Yes 

Audible alarm with 
speakers 

Yes Yes Yes Yes Yes 

  

SWAT (Software Acceptance Test) Longmont, CO 
or via Teams 

One Day SWAT with no Simulation 

 Space 

2.3.1 Proposed HMI External Communication 

Our base offering includes an RS-485 Modbus protocol interface to other customer equipment. We propose to reapply the 
same point list that is currently in use for applications.  

Seller will not modify the Buyer supplied external equipment/foreign devices or other sub-systems for communication 
interface with the Mark VIe. Buyer/End-User is responsible for any additional hardware or programming required for the 
interfacing of Seller supplied equipment to Buyer/End-User supplied external equipment/foreign devices. The Seller 
expects the Buyer, or his vendor will be needed to help with the communication on his Equipment. The Seller will work on 
their equipment to help support commissioning the communication link(s). 

                                                                                                                                                                                                                                                                                                                                                                                                 

2.4 Engineering Design, Testing and Meetings 

As part of the project, the Seller's Engineering Design will include the following: 

a. Controls Software – Firmware upgrade only; as needed to support the HMI Upgrade. Changes to the sequencing 
and fuel control logic are not performed and will remain as it exists at the time of collecting the As-Running 
software files. 

b. Development of HMI Operator Graphic Screens (per Seller standard design). 
c. Create or update the network topology drawing (aka the 4108 drawing). 
d. Kickoff Meeting: A Buyer/Seller kickoff meeting will be held per conference call. Attendees from the Seller's team 

will include, at a minimum, the project manager and a project engineer. During the phone conference kickoff 
meeting, the project scope and schedule will be reviewed and agreed upon between the parties. 

e. Software Witness Acceptance Test (SWAT): The SWAT is a one (1)-day customer review at the Seller's 
Facility or via Teams. The site-specific software is loaded onto the new HMIs in the lab. For the customer's 
review, the operator screens are reviewed. During the SWAT, there is data displayed on the screens but there is 
not true turbine operation simulation and therefore the data is not correlated to real turbine operation on the 
screens. The layout of each screen and its data points can be reviewed as well as the location of control buttons, 
menu selections, alarm page, etc. During the SWAT, an acceptance document will be used to document the 
review.   

f. Integration with (Switches, etc.) 
g. Communications to other buyer's device includes an RS-485 Modbus protocol interface to another buyer's 

equipment. We propose to reapply the same point list that is currently in use for applications. 
Space                                                                                      
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2.5 Documentation 

Unless otherwise indicated, all electronic (softcopy) and hardcopy documentation, control screens, panel labels and wiring 
identification will be provided in the English language only. The Seller will provide the following product documentation in 
quantities and media type listed below. 

2.5.1 Electronic Media Documentation 

Project documentation will be provided electronically via the Seller's Secure Portal and optionally on DVD media if 
purchased. 

2.5.2 Hardcopy Media Documentation 

Note that HMI projects will not include hardcopy documentation.  

2.5.3 Documentation List 

The following table shows the description of the project documentation that the Seller will be providing as part of the 
deliverables for the contract. 

  Document Description  

Item Generic List 

1 ToolboxST Guide for the WorkstationST Application 

2 Instruction Manuals/Publications, including Maintenance and User Guides; Ex: GEH, GEK 

Item Application Specific List 

3 Network Topology Diagram 

4 SWAT Report 
Space 
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3 Optional Scope of Supply 

3.1 CAP Software Update Subscription 

The CAP Software Update Subscription supports operational continuity turbine, generator, and plant control systems and 
their associated networks. It includes patch management, updated virus signatures, and backup and recovery strategy. 

This subscription-based offering includes operating system and application patches as well as anti-virus/intrusion 
detection signatures to cover updates for HMIs, servers, switches, and network intrusion detection. Updates can be 
applied to individual HMIs or via the Nexus OTArmor appliance for network-wide deployment. 

Subscribers receive monthly delivery of DVDs containing validated and tested patches, compatible with existing HMIs. 
Patch reports that detail US-CERT criticality, reboot requirements, and estimated install time. 

3.2 Nexus OTArmor Standard CSMS 

Nexus OTArmor Standard provides defense-in-depth protection with a simplified configuration to meet the basic needs of 
cyber security. Nexus OTArmor Standard features include built-in, local, role-based access control as well as secure 
mode connection between the controller and the HMI ensuring communication is authenticated and encrypted. The Nexus 
OTArmor Standard solution provides local Disaster Recovery for the VMs on the Nexus OTArmor Standard server, a 
local implementation of Anti-Virus software, and the ability for local patching. Additional optional offerings are available to 
assist in centralizing many common management activities. In addition, the Nexus OTArmor Standard offering includes a 
redundant domain controller to provide a high level of network domain availability. The Nexus OTArmor Standard 
platform uses the power of software and virtualization technology on server hardware for increased lifecycle and 
scalability. Virtualization benefits include increased Recovery speed, a smaller hardware footprint, less power 
consumption and the capability to easily expand to additional Virtual Machine-hosted technology. Seller's security 
solutions are designed to support compliance to cyber security standards and guidelines including NERC CIP, NEI 08-09, 
IEC 62443-2-4 and the Center for Internet Security Critical Security Controls (CIS Controls). 
Space 

3.2.1 Available features of Nexus OTArmor Standard include: 

1. Centralized Account/Policy Management: Active Directory. 
a. Role-based access control 
b. Redundant Domain Controller 

2. Local Patching, Back-Up and AV.  
3. Certificate Authority Server. 

a. Enhanced Controller Protection, "Secure Mode" (only with Mark VIe type controllers) 
4. Centralized Anti-Virus (AV) / Data Loss Prevention (DLP) VM. 
5. Centralized Patching VM. 
6. Centralized Back-Up Server VM. 
7. Identity and Access Management, Yubico, Yubikey. 

Space 

3.2.2 Centralized Account/Policy Management: Active Directory 

The Centralized Account/Policy Management VM is the management point for users and computers in the domain. It 
provides a role-based access control system to manage access to resources and applications based on the identity and 
privileges assigned to the user by the administrator. It also centrally updates security policies for access to Seller's 
Windows-Based Machines and Active Directory Users. Nexus OTArmor CSMS uses an industry accepted, best-in-class 
Active Directory to easily integrate into plant-wide, computer and user account management. The system replicates data 
provided here to the Backup Domain Controller to assist with emergency operations or Recovery as needed. 

The Centralized Account/Policy Management VM also maintains and distributes Group Policy Objects for the Seller's 
Windows based computers and servers. The Group Policy objects enforce the Seller's validated cyber security best 
practices on managed Microsoft Windows endpoints within the managed control system. Examples of actions performed 
by Group Policy Objects include disabling non-required services, enforcing user rights assignment, and enforcing security 
options. 

MS Radius Server (A component of Active Directory) Integrates with Active Directory to extend centralized account 
management to Network Switches and Firewalls. Note: Extended centralized account management network switches 
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requires Seller's configured: Cisco or Hirschmann managed switches. Contact your direct Sales Representative for 
additional Information. 

3.2.3 Redundant Domain Controller - VM 

The redundant Domain controller offers enhanced network domain availability. When a redundant domain controller is 
added to the system, the domain controllers share and replicate management and domain information. In the event of a 
failure of one system, either controller can serve as the sole domain controller. 

3.2.4 Local Patching, Back-Up and AV 

The offering for the Nexus OTArmor system includes support for backup of the Nexus OTArmor Virtual Machines, local 
Anti-Virus and local patching. The local backup option allows users to manage and maintain backups for the Virtual 
Machines hosted on the Nexus OTArmor server. This includes the ability to schedule backups, locally store the backups, 
and monitor the status of backup activities. As part of the baseline offering, a local Anti-Virus solution is installed on each 
Virtual Machine hosted on the Nexus OTArmor. The locally managed Anti-Virus software provides detection and 
prevention of malware and viruses on each individual system. When CAP is purchased, each Virtual Machine on the 
Nexus OTArmor solution supports local installation of patches and updates using the CAP update disks. 

3.2.5 Certificate Authority Server and Enhanced Controller Protections 

Certificate Authority Server  

A Certificate Authority Server works with Active Directory to handle certificate requests and certificate validation. It is a 
trusted entity that issues electronic documents that verify a digital entity's identity on the Network. The electronic 
documents, which are called digital certificates, are an essential part of secure communication and play an important part 
in the public key infrastructure (PKI). Certificates can also be used to enable encrypted communication with a device such 
as controllers, that are not member of the domain but still require proof of identity. Certificates from the server are also 
used in the Domain Controllers and Application Servers for the Remote Desktop subsystem to verify the identity of the 
computer before providing it with a user name and password. 

Enhanced Controller Protection (Only Available with MARK VIe, EX2100e and LS2100e)  

Maintains session authenticity between the GE controllers and the Authenticated User on domain-controlled HMIs, 
enabling the Mark VIe Control System and EX2100e Generator Excitation to operate in secure mode during normal 
operations. When operating in secure mode, the controller solely permits executables, on a hash-protected, encrypted list 
defined in firmware. Additionally, when the controller(s) are operating in secure mode, all commands to the controller are 
encrypted. This enables only users with the necessary certificate on authorized HMIs to access the controller. (Note: Use 
of the Certificate Authority Server requires ControlST 4.6 or higher). 

3.2.6 Centralized Anti-Virus (AV)/Data Loss Prevention (DLP) VM 

The Nexus OTArmor CSMS solution provides the platform for centralization of anti-malware and ransomware protection 
using McAfee The centralized management console provides a single point of entry into the management of policies and 
identification of events of interest within the software. As a component of the McAfee application, Seller utilizes a Data 
Loss Prevention (DLP) function managed by the centralized server. The DLP component provides the ability to block 
portable media and devices (i.e. USB, CD/DVD), while allowing authorized devices to connect to the system. The 
centralized server provides the ability to quickly assess the security posture of managed systems from a central location. 
Views available from the management console include the status of managed endpoints, current protection levels (e.g. 
virus database version), threat detection alerts (e.g. virus detected, unauthorized USB detected), and the overall status of 
the endpoints. Based on their access level users will have the ability to navigate through the console data for additional 
details or to run reports as needed. The system will have the ability to be updated without connection to the Internet. 

3.2.7 Centralized Patching – VM 

The Nexus OTArmor CSMS solution provides the platform for centralization of Patching and Patch Management. The 
centralized management console provides a single point of entry into the monitoring and deployment of Patches within the 
managed network. The patch management solution allows system administrators the ability to quickly assess the current 
patch compliance of the system and then deploy patches as necessary to remediate managed devices. The central 
management feature enables organizations to: 

a. Reduce manpower and dedicated resources; 
b. Choose which patch to deploy and when; 
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c. Prioritize needed patches and create deployment plans; 
d. Generate reports to be used for auditing or tracking purposes; 

To maintain a high level of security and isolation, the system has the ability to be updated without connection to the 
Internet (using Baker Hughes CAP Program). The centralized patching solution assists organizations in reducing costs 
associated with the time spent configuring, deploying and rebooting systems. 

3.2.8 Centralized Backup and Disaster Recovery Capability – VM 

The Nexus OTArmor CSMS solution provides the platform for centralization of backup and Disaster Recovery activities. 
The centralized Backup Server provides backup and Recovery features and storage for computers and supported network 
devices in the Buyer's network. This solution provides automatic, centralized backup and Recovery of the process control 
domain, saving time and money through assurance of a quick Disaster Recovery plan with minimal downtime. The system 
is sized to include the cyber security system servers and the number of servers/computers which support backup function 
on the Buyer's network. The system provides a dashboard with information on backup status, including errors or warnings 
related to backup or Recovery tasks. The centralized system supports the ability to schedule backup activities to be 
performed during non-peak times, along with managing the network utilization during backup activities. The system will 
allow recovering a failed computer/server from the centralized backup management storage. Scheduling backup sessions 
is to be planned and agreed upon during engineering phase. 

Nexus OTArmor CSMS provides documentation for the backup/restore of computers, networking devices, and other 
components, including scheduling of backups, customizing backup configurations and creating additional backup plans. 
Backup capabilities are designed to operate during normal plant operations and set to minimize network resources. 

3.2.9 OPTIONAL Security Information Event Management (SIEM)/Log Management VM 

The Nexus OTArmor CSMS solution provides the platform for centralization of log collection, log retention and Cyber 
Security Incident Response activities. The Security Information Event Management (SIEM) collects log and security 
related information from devices which support the ability forward information to the SIEM collector. Devices which logs 
are typically collected include network switches, workstations, servers, controller(s), Network Intrusion Detection Servers 
and Firewalls. The SIEM provides a single, centralized, and real-time display of activity throughout the plant network to 
support event correlation and analysis. The SIEM tool supports customization of dashboards and views to support Buyer's 
specific environments. In addition, if required, the SIEM tool can be configured to forward log and event information to 
alternate Buyer's monitoring system. 

The list below indicates typical information available for logging, and may vary based on type of event or source: 

a. Event time stamps. 
b. Source and destination addresses. 
c. User / process identifiers. 
d. Event descriptions. 
e. Success / fail indications. 
f. Filenames involved. 
g. Access control / flow control rules involved. 
h. Connections (e.g. removable media, laptop, etc.). 
i. Certain privilege functions, depending on device and log type. 
j. User login/logouts. 
k. Configuration/software/firmware changes. 
l. Audits setting changes. 
m. Privileged access. 
n. Privileged commands. 
o. Any modifications of the security functions. 

Space 

3.2.10 Identity and Access Management Solution 

The Yubico, YubiKey combines hardware-based authentication and public key cryptography to ensure strong 
authentication and eliminate account takeovers. Capabilities include U2F, an open authentication standard supported by 
the FIDO Alliance, as well as Smart Card functionality based on the PIV interface specified in NIST SP 800-73. 

A smart card is a secure USB device that is typically used for storing cryptographic keys. This device provides users with 
a tool that will be used for the purpose of authentication. A user will connect his unique smart card to a host computer, 
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where software on the host computer interacts with the key's material and other secrets stored on the smart card to 
authenticate the user. YubiKey provides baseline functionality to authenticate as a PIV-compliant smart card out-of-the-
box on Microsoft Windows Server 2008 R2 and later servers, and Microsoft Windows 7 and later clients. Using Native 
Windows Server Certificate Authority certificate templates and Group Policy settings to manage Smart Card 
authentication with Yubikey's, we are able to provide a 2FA solution for all users. 

3.2.11 Time Synchronization 

The cyber security system and the devices in the secure network will be configured to synch to site high resolution time 
source if available. 
Space 

3.2.12 Nexus OTArmor Standard Bill of Material  

Item Qty. Description 

1.  1 
OTArmor CSMS Server, Hardware – Standard; Includes Two (2) HP-DL380 Gen 10 Servers (or 
latest technology) that provides a dual solution for hosting multiple VMs. 

2.  1 
Identity and Access Management – Yubico, Yubikey; Qty.1 equals to One (1) Cryptographic 
key that will be assigned to One(1) user; Update this quantity based on the number of users that 
will require a cryptographic Key; Qty. 1 Always included with Nexus OTArmor Appliance. 

3.  1 
VM (Virtual Machine) Centralized Account/Policy Management: Active Directory & Group Policy 
Objects. 

4.  1 
VM (Virtual Machine) Certificate Authority Server & Enhanced Controller Protection (Secure Mode 
only with Mark VIe controllers). 

5.  1 VM (Virtual Machine) Redundant Domain Controller. 

6.  1 VM (Virtual Machine) Centralized Anti-Virus (AV) /Data Loss Prevention (DLP). McAfee 

7.  1 VM (Virtual Machine) Centralized Patching. 

8.  1 VM (Virtual Machine) Centralized Backup and Disaster Recovery. 

9.  1 
Security Cabinet - 42U 600Wx1000D - Basic PDU 120~230VAC + Network Mounting Bracket 
Split Side panels - White Seismic Option NOT Available for this model  

10.  1 

KVM Equipment  

(Console Kit: Integrated Monitor, Keyboard, with Trackball/Console Switch/USB Interface 
Adapter).  

11.  1 Additional Basic PDU 120~230VAC + Bracket Assembly 

12.  1 Lot Factory Engineering to configure the Nexus OTArmor to the proposal's specifications. 

13.  Lot Nexus OTArmor Licensing Term of five (5) years. 

14.  Lot 
Nexus OTArmor CSMS Updates: Vulnerability review and updated prior to shipment; Patch 
Update Subscription (CAP) for the duration of the Term of five (5) years. 

Space 
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4 Installation Site Services                                                                                                 

4.1 Site Services Division of Responsibility  

This DOR (Division of Responsibility) represents the responsibilities for projects where the Seller is providing only a field 
engineer(s) to support the installation of the Seller supplied equipment. 

Legend: B=Buyer, E=End-user, S=Seller  

Item  Description  Responsibility  Comments  

1 
Labor and material shall be supplied in sufficient quantity and capability 
such that the installation and startup of the Seller supplied equipment 
scope can be completed within the schedule identified herein. 

B/E  

2 Provide all required installation tools and materials B/E  

3 Provide any specialized test equipment, if required B/E  

4 
Schedule and manage allotted hours for best utilization in overall project 
schedule. Additional hours or wait time will be considered extra work. 

B/E  

5 
Provide qualified personnel for instrument calibration, and to assist 
Seller's personnel in checkout and commissioning of the new equipment. 

B/E  

6 
Provide qualified personnel and proper test equipment for the setup and 
commissioning of any specialty protective relays and/or equipment (such 
as Multilin, SEL, Beckwith, etc.), if supplied. 

B/E  

7 Provide qualified operators for duration of start-up commissioning. B/E  

8 

Buyer/End-user shall provide a desk or workspace for Seller's Controls 
Specialist to work and a telephone with outside plant access. Access to 
Site facilities such as washrooms, toilets, drinking water, etc. shall be 
provided. 

B/E  

9 

Checkout of the communications to a DCS or other site devices will 
include only basic assurance that separate modes are 
functional.   Complete point-to-point testing can be provided at additional 
cost. Operational control will be tested and commissioned only from the 
Seller HMI's. 

S  

10 

Includes installation of base scope only. Installation and commissioning 
of options and/or additional hardware, software, functionality, TILs, etc. 
(unless specified) will be evaluated for a change in scope, and the site 
services price will be adjusted accordingly. 

S  

11 
Lock Out Tag Out ("LOTO") of all equipment related to Seller's work, 
prior mobilization. 

B/E Seller to verify 

12 Health, Safety, Emergency Response and Security Procedures. B/E  

13 Regulatory Requirements and permits (Air, welding, work, etc.). B/E  

14 Temporary Utilities (electric, light, air, water, phone, fax and internet). B/E  

15 
Provide Seller's personnel with: Office space, telephone access, internet 
access, sanitary facilities, drinking water, parking etc. 

B/E  

16 First Aid facilities B/E  

17 
Manage and direct all craft labor working on the project. Seller personnel 
will act in an advisory position only. 

B/E  

Space 
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5 Proposal Basis and Buyer Responsibilities 

This section lists those items which are provided by the Buyer or End-User and not part of the Seller's scope of supply. It 
also lists the Seller's assumptions, comments to Buyer/End-user's requirements, and the breakdown of Buyer/End-User 
responsibilities. 

5.1 General Assumptions and Clarifications 

Below represents the Seller's Clarifications, Assumptions and Exceptions related to the Seller supplied equipment and 
services. 

a. Seller believes that this proposal/quote meets the intent of the Buyer/End-User's request and will be the document 
of reference in any resulting contract. 

b. Seller assumes multiple units onsite (included in this proposal) are similar except for the Unit number designators 
and tag names as they relate to the Seller supplied equipment (Hardware, Software), engineering, documentation 
and control logic functionality. IE: Pricing for unique hardware, software or engineering is not included, when the 
scope of work is applied to multiple units onsite, which are assumed to be similar. 

c. Firewall and Routing changes are not part of the Seller's scope. They are expected to be performed by the Buyer 
prior to the Seller's arrival. 

d. Unless specifically identified in this proposal, the Seller is not supplying any cables (copper, Ethernet, or fiber 
optic), networking equipment, field devices, instrumentation, cabinets, housings, solenoids, actuation devices, or 
installation materials. 

e. It is assumed that any existing equipment, including but not limited to cabling, wiring, sensors, field devices, 
terminal boards, communication networks, etc., that are not being replaced as part of this work scope are in a 
good working order. Replacement of non-functioning or faulty equipment is not included in the scope of this 
document, unless otherwise specified. If a site survey and Seller's engineering results in the need for additional 
equipment, cabling and field devices, this will result in a contract change order where pricing and delivery cycle 
relief will be afforded to the Seller. 

f. All machine components are in satisfactory condition and will operate with the new controls. This includes, but is 
not limited to, the existing metering, generator protection/control, lubrication, cooling, gas, fuel, steam and 
hydraulics systems. 

g. If an RFQ or technical specification is presented by the Buyer/End-User during the project's execution (contract 
term), that were not initially brought to the attention of the Seller during the proposal development stage and said 
specifications/requirements subsequently increase the cost of the project for the Seller, this will be treated as a 
Contract Change Order and billed accordingly. 

h. Seller reserves the right to substitute suitable and equivalent third-party hardware in place of those proposed, 
should such items become obsolete prior to final delivery of those products. If during the warranty period, a third-
party hardware item becomes defective and requires replacement, such item may be replaced by a substitute 
item if the third-party item has been obsoleted. Buyer/End-User shall receive notification of substitution prior to 
shipment of the items. 

i. When existing cabinetry is being reused, the Buyer/End-User shall be responsible for the condition and suitability 
of same to house the Seller supplied equipment, maintaining NEMA, EMI and RFI requirements, as an example. 

j. No provisions for a separate, integrated FAT or communication testing with a foreign device or other sub-systems 
(DCS, SCADA, Historian, etc.) are included in this proposal.  Simple communication testing with Buyer/End-
User's foreign devices or other sub-systems can be conducted and verified by the Seller's field engineer carrying 
out the commissioning onsite.  Should Buyer/End-User decide to have a separate communication test with other 
systems at Buyer/End-User's facility, Seller will provide a quotation upon Buyer's/End-User's request and detailed 
definition. 

k. No modifications to any Buyer/End-User DCS or third-party equipment are included in this proposal. The new 
Seller supplied equipment may require modification to DCS signals to maintain compatibility. Modification of these 
DCS signals is the responsibility of Buyer/End-User. 

l. Relevant OEM Technical Information Letters ("TIL") related to equipment being provided, have been performed. 
m. Buyer/End-User is responsible to adhere to the timetable of critical project data exchange and execution 

milestones as identified in the detailed project schedule agreed to at the kick-off meeting. 
n. As the project, must incorporate Buyer/End-User specific requirements, Buyer/End-User must support all project 

activities. 
i. Support Site kick-off meeting, site visits, design reviews, status meetings, etc. 
ii. Participate in Buyer/End-User Witnessed Factory (if included) and Site Acceptance Tests 
iii. Respond to Seller inquiries and requests for documentation in a timely manner. 
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iv. Direct all communications through Seller's assigned Project Manager. 
v. Document, in writing, approvals for all change orders. 

o. Non-Seller Engineering Design Package: As part of our base offer the Seller will provide unit specific equipment 
design drawings for the equipment we are providing, which will show termination points/locations. A plant specific 
Engineering Design Package (EDP) is typically required, which takes the Seller's equipment specific drawings 
and the existing plant drawings and integrates them into a seamless EDP for the Site Services and Craft Labor 
teams to execute against. If the EDP is not provided by the Seller (as Base or Optional), and a Non-Seller third 
party provides this EDP, the Seller assumes that the third parties EDP is accurate and without errors. Should 
errors in this third party EDP result in re-work or delays, on the part of the Seller, these delays/additional work will 
be treated as a contract change order. 

p. Services pricing included assumes all units/machines associated with this HMI upgrade will be offline. 
q. Formal training on the new equipment is not included. 
r. The HMI hardware and software packages are tested as an integrated system. Extensive qualification and 

verification is performed to ensure compatibility of the hardware and software components. For warranty and 
support reasons removal of any of the Seller's provided software or addition of any third-party software/hardware 
packages (not previously approved by the Seller) will result in Seller's inability service and maintain the equipment 
and will void Seller's warranty on these products. 

s. Seller does not support connecting different Cimplicity versions of HMIs to the same network. The older versions 
of HMI can be identified by the version of CIMPLICITY present on the HMI. It will be either "3.22", "4.01", "5.5", 
"6.1", "7.5", "8.2", "9.0" or "9.5". There are major configuration differences between HMI versions, creating a high 
potential for corruption of the HMI core-load by manipulating multiple versions at the same time. There is also a 
potential for unforeseen conflicts, which Seller has not fully documented or discovered. Any issues created by 
intermixing different CIMPLICITY version HMIs, will be treated as out of warranty expenses. Support can be made 
available at site to restore HMIs using customer/site generated backup media and this assistance will be billed on 
a time and material basis. 

t. New HMIs are supplied with sufficient NIC (Network Interface Card) ports to support dual PDH/UDH networks. 
This does not imply that the new or existing site network has a redundant PDH/UDH network. 

u. The current screens and alarms will be copied to the new HMIs. This proposal does not include a change in 
language or additional screens being added. Significant customization of screens may require additional 
engineering time and hence a change in pricing. 

v. Existing Network wiring (power, networking, etc.) will be reused unless otherwise indicated. Additional Ethernet 
cabling or changes to the current design will/may constitute a contract change order and will need to be quoted at 
the time of the work. All cabling, connections, or installation associated with relocating or networking the HMIs 
and Historian PCs, such as hubs or converters, are out of the scope of this proposal. 

w. If there is an existing OSM (Onsite monitor) computer at site, and it is interfaced with the HMI being upgraded as 
part of this proposal, the Seller will need to be made aware of this condition. If so, the Seller must then include 
modification to the HMI to allow for it to interface with OSM computer.  The Seller has not included scope/price to 
interface the HMI with any OSM computer. 

x. If the existing equipment onsite incorporates GE's DLN Remote Tuning option, then the Seller's project manager 
(for the HMI and Historian project) and the DLN contract manager will need to be made aware of this condition. It 
is the requirement of the Buyer/End-User to make the Seller aware of this condition at the time the Purchase 
Order is placed. Support for the DLN tuning application and possible changes to this service may be required. 

y. In an application where a FANUC PLC, whether originally installed by Seller or installed by others, communicates 
with the Seller's HMI equipment, any upgrades that may be required to these PLC's to allow them to continue to 
communicate with the new HMIs and Historian being installed are not included in this quote. Please contact your 
local FANUC PLC representative to discuss if updates will be required to allow communication with the new HMIs 
and Historian. 

z. Assumes the RSG is a Windows 10 PC. 
aa. Monitors: 

i. The HMIs are quoted without a monitor assuming you might reapply your existing monitors. 
However, Seller does not guarantee that the existing monitors will work with the new HMIs.  

ii. The Seller cannot guarantee that Buyer/End-User supplied monitors will function properly. While standard 
VGA monitors typical will work properly, the Seller can only support those monitors supplied by 
themselves. 

bb. Printers 
i. Existing dot matrix printers may be reused for alarm printing, if compatible with Windows 10 OS (see 

Windows 7/10 64-bit assumption below). New printers may be offered as options. 
ii. Existing dot matrix printers may require a parallel port to tie to the HMI/Historian.  
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iii. The Windows 7/10 64-bit operating system provided with the HMI/Historian products may not be able to 
interface to some existing devices currently used at site. For example, existing printers may not have 
Windows 7/10 64-bit compatible drivers to allow them to be used. Researching the existing peripheral 
devices in use at site to determine if Windows 7/10 64-bit drivers are available for updating these devices 
is not included in this quotation. The Seller can offer Optional new printers/devices that are compatible 
with the Windows 7/10 64-bit operating system. 

cc. Screen Format: 
i. The Seller HMI CIMPLICITY screens are supplied as Widescreen ratio. Therefore, if a non-widescreen 

monitor is used with the HMI there will be "blank bars" on the top and bottom sides of the screen when 
displayed. The Seller can provide an optional price to provide monitors that would fill the widescreen 
presentation. 

Space 

5.2 Application/ Product Specific Buyer/ End-user Responsibilities 

The following represents the Buyer/End-user responsibilities which are specific to the product being supplied by the 
Seller. 

5.2.1 HMI 

a. Site information/data related to the current HMI installation. This data will be required prior to order 
acknowledgement and prior to the Seller building/designing the new system. This data will also be used to update 
the Network Topology (4108) drawing associated with this site/installation. The Site data shall include: 

i. Existing as-running network topology drawings: The Seller assumes that a 4108 Network Topology 
drawing is available today.  

ii. Other Network Information; Include any devices, communications and other items that are not shown on 
the current topology drawings. 

iii. As Running software (must run software gathering tool). It is important that current data be collected from 
the equipment to avoid issues with the new equipment not arriving with current control constants, unit 
software updates or screen updates. The Buyer/End-user is responsible for additional engineering or 
installation time required to update outdated information after it is originally supplied. 

iv. If the Buyer/End-user cannot provide the Seller with the above site data, the Seller will be obligated to 
retrieve the data. All time and related expenses associated with collecting the site information/data will be 
billed to the Buyer/End-User at actuals, per the Seller's Standard Services Rate Schedule in effect at the 
time of the work. 

b. Considerations for the purchase of new or additional network switches: The Buyer/End-User will be required to 
install and verify new Ethernet cabling prior to the arrival of the Seller's field engineer. 

c. Services pricing included assumes all units/machines associated with this HMI upgrade will be offline 
concurrently. 

d. The Seller's HMI hardware and software package is a tested integrated system. Extensive qualification and 
verification is performed to ensure 100% compatibility of the components of the HMI core-load and hardware. For 
warranty and support reasons removal of any of the Seller's provided software or addition of any third-party 
software packages/hardware packages will result in Seller's inability to properly service and maintain the 
equipment and thus voids the Seller's warranty on these products. 

e. Network Analysis and Troubleshooting software (Non-Seller supplied software): Network analysis software is 
permitted to be installed (by the Buyer/End-user) on a Seller supplied computer for network analysis and 
troubleshooting physical network nodes connected to the Seller's Plant Data Highway, Seller's Unit Data Highway 
and third party interface protocol communications, e.g., Modbus, IEC-60870, OPC, DNP3, IEC-61850. This 
permission assumes that this software does not directly interface or disrupt the process of the Seller's 
turbine/generator control software and associated communication and that it will not interfere with the operation of 
the Seller's supplied computer in any way. This practice will not void the Seller's software warranty, provided as 
part of the software license/Addendum, if the malfunction was not caused by the installation of the Network 
analysis software by the Buyer/End-user. 

f. New HMIs are supplied with sufficient NIC (Network Interface Card) ports to support dual PDH. This does not 
imply that the new or existing site network is a redundant PDH network. 

g. The current screens and alarms will be copied to the new HMIs. This proposal does not include a change in 
language or additional screens being added. Significant customization of screens may require additional 
engineering time and hence a change in pricing. 
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h. Existing Network wiring (power, networking, etc.) will be reused unless otherwise indicated. Additional Ethernet 
cabling or changes to the current design will/may constitute a contract change order and will need to be quoted at 
the time of the work. All cabling, connections, or installation associated with relocating or networking the HMI 
operator interface computers, such as hubs or converters, are out of the scope of this proposal. 

i. Our records of the equipment on site may not be complete or accurate. Please review the HMI scopes carefully 
and select options that you require for your implementation. 

Space 
Space 
Space 

5.3 Documentation Related Buyer/End-User Responsibilities 

a. Except where stated herein, all documentation and computer screens will be in English. 
b. Overall project cycle time is dependent upon receipt of current "Site data". It is Buyer/End-user's responsibility to 

provide the relevant Site Data in a timely manner. Seller's Project Manager will be assigned after receipt of order 
and will provide instructions for the download and transfer of site data as necessary. Site services to obtain the 
site data are not included in this offering but can be provided for an additional cost. Site Data includes, but is not 
limited to, 1) as running software. 

c. If this Site Data is not provided within two weeks upon placement of order, the possibility exists that the 
hardware/software may be engineered using default, generic data and a delay in delivery and/or an extended 
startup time may result. 

d. Unless explicitly identified above, Seller is not supplying interconnect wiring or loop diagrams. 
e. This proposal does not include Plant Operation manual updates, or any other site documentation modifications.                                                                                                                                                                                                                                                                                                                                                 
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6 Commercial 

6.1 Price Summary 

The price for the offering is Firm Fixed for the scope of work in the proposal. 

6.1.1 Base Scope Summary 
Space 

Description Price Currency 

HMI Upgrade 
- 6 Commercial Panel Mount HMIs (17 inch) 
- 4 Commercial HMIs 
- Hardware, Software and Engineering 
- 1 Day SWAT in Longmont, CO or via Skype 

$324,412 USD 

Network Switch Upgrade 
- 11 Simplex Cisco Edge Switches 
- 1 Cisco Root Switch 
- 12 Cisco 1000Base -T SFP transceiver module for Cat 5 copper, RJ45 

Connector 
- 30 Cisco 100Base - FX SFP module for 100Mb ports Up to 2Km over 

MMF w/LC connector 
- Additional SFPs not included. 

$44,171 USD 

Installation Services 
- 2 Field Engineers on site for 6 days plus 2 Travel days; All Travel and 

Living Included. 
$65,556 USD 

Total Project Price $434,139 USD 

6.1.2 Optional Scope Summary 
Space 

 
ITEM 

 
Description Price Currency 

1.  Firewall: 
- Qty 1 FGR60F Firewall 
- Bypass Mode 
- 5 year support, engineering, configuration, warranty 

$17,555 USD 

2.  Nexus OTArmor Standard  
- 2 DL380 Servers 
- 2019 Server OpSys 
- Rack 
- 24 inch Monitor 
- 5 Year Term 
- Functionality per Bill of Materials Section 3.2 
- Installation Services 

$159,126 USD 

3.  Cyber Asset Protection (CAP) 
- 5 Year Term 
- 10 HMIs covered 

$43,622 USD 

4.  Site Data Collection 
- 1 Field Engineer for 1 day at site and 2 Travel Days; All Travel and Living 

Included. 
$10,057 USD 

5.  4 – 24 inch LED Monitors $4,073 USD 

6.  Spare 256GB SATA solid state hard drive. For use to replace a hard drive in the 
Commercial HMI configuration                                                     Per Hard Drive  

$924 USD 

The above prices are in US dollars, and do not include taxes or duties.   
Space 
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6.1.3 Pricing Limitations and Considerations 

a. Unless otherwise indicated, the prices quoted herein are valid for the delivery of equipment in 2023 and 
performance of services in 2023. Delivery of equipment or performance of services in years subsequent to these 
shall be subject to a price escalation fee equal to 4% per year of the contract price for the undelivered equipment 
or un-performed services. 

b. Prices quoted are based on the Assumptions and Clarifications as described in the Proposal Basis Section and 
performed per the Terms and Conditions referenced or provided herein. 

c. Seller reserves the right to review and re-quote this job if there is a discrepancy between this proposal and the 
purchase order. If Seller receives a specification between the issuance date of this proposal and receipt of the 
purchase order, Seller reserves the right to re-evaluate this proposal. 

d. Seller will evaluate changes to the specification, drawings, services or existing equipment. Seller will evaluate if 
these changes constitute a change in the quoted work scope or schedule. Seller will quote the changes and a 
change order must be received before work is to proceed. 

e. The pricing breakouts outlined in this proposal are for accounting purposes only and are not to be considered as 
standalone prices. 

f. The prices quoted herein exclude taxes or other regulatory fees. 
g. Travel and Lodging/Living ("T&L") expenses for Site Services are included. 

Space 

6.2 Schedule 
Space 

6.2.1 Equipment (Hardware and Software) Schedule 

The After Receipt of Order ("ARO") date will be the date that the Seller acknowledges the Purchase Order, not the initial 
date that the Seller receives that PO. 

The estimated timescale from acknowledgement of PO/contract to the Delivery (Incoterms) of the equipment is 35 weeks. 

6.2.2 Equipment Schedule Limitations 

Delivery dates can vary depending on factory workload and should be confirmed before issue of order. Delays in receiving 
vital information from the Buyer/End-User or delays in receiving "review" drawings back from the Buyer/End-User will 
impact the ARO delivery dates. These delays may result in a day for day slip in the delivery schedule or a complete shift 
the delivery dates indicated herein. 

When detailed drawings representing the Buyer/End-user's current (as-running), installed equipment cannot be made 
available to the Seller, it is critical that the Seller has sufficient time and physical access to the Buyer/End-user's 
equipment while in a Lock-out/Tag-out condition. This will allow the Seller to take measurements, design, manufacture, 
and Field Fit these portions of the total scope of supply. Some examples of this may include fuel valve/actuator/solenoid 
mounting plates, blanking plates, speed probe brackets, etc. 

Seller's proposed schedule with milestone dates will be presented at the Project Kick-Off Meeting. This project schedule 
will illustrate the various activities from purchase order/contract receipt, through design, manufacture, testing, shipment 
and site services (if in work scope). 

The overall price and cycle quoted herein requires full cooperation between the Seller and the Buyer/End-User, and 
adherence to key milestones dates specified as part of a project implementation plan. The specific milestone dates will 
normally be set during the Project kick-off meeting and will normally include, but may not be limited to, the following key 
project control points. 

a. Project Kick-Off Meeting (Buyer/End-user and Seller) 
b. Site survey and/or supply of applicable site data (Buyer/End-user and Seller) 

i. Site data (Buyer/End-user) 
ii. Drawings and documentation (Buyer/End-user) 
iii. Logistics Data (Buyer/End-user and Seller) 

c. Drawing submittals (Seller) 
d. Design review and approval (Buyer/End-user) 
e. Design freeze (Buyer/End-user and Seller) 
f. Factory acceptance test/Buyer witness test (Buyer/End-user and Seller) 
g. Supply of documentation for shipment (Buyer/End-user) 
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h. Support commissioning, start-up, site acceptance testing and handoff (Buyer/End-user and Seller) 
i. Delivery of documentation (Seller) 

Unless otherwise agreed upon in advance, the work shall be executed in an uninterrupted and sequential fashion. If the 
work is interrupted by or for the convenience of the Buyer/End-user, or cannot be performed according to the schedule, 
the Seller has the right to submit a change order for incremental charges (for example multiple site trips or additional 
design review cycles, etc.). The Buyer/End-user shall be provided drawings of sufficient quality and thoroughness early in 
the project and be given one review cycle, to submit comments and request changes. The review cycle is typically three 
weeks long but depends on the project schedule and will be reviewed and agreed upon at the Kick Off Meeting. After the 
review cycle the design will be considered frozen and the cost and schedule impact of requested changes will increase. 

6.2.3 Site Services Schedule Limitations 

The Seller's Services Schedule is based on the following: 

a. Seller's Holidays, standby time or second/night shift work are not included, unless indicated otherwise. 
b. The Seller's onsite time includes up to a maximum of two (2) hours of site access/safety orientation training for 

the Seller's personnel. Site safety or access training which exceeds this allotment will be billed to the Buyer/End-
User, as a change order, per the Seller's Standard Services Rate Schedule Tier 5 (Critical Services Rates) in 
effect at the time of the work. 

c. Assumes work scope can be accomplished in an uninterrupted and sequential fashion per the agreed upon 
schedule. 

d. The Seller has included a fixed quantity of onsite time (and trip/s to site) to perform the site services work. These 
fixed quantities are based on the Seller's past experience for similar Work scope and installations on similar 
equipment and recognizes the Buyer/End-User's outage schedule. 

e. Additional trips or onsite time not specifically identified i) above, ii) in this proposal or iii) not agreed to between 
the parties, prior to providing the additional services, will be billed to the Buyer/End-User, as a change order to the 
contract/purchase order, per the Seller's Standard Services Rate Schedule Tier 5 (Critical Services Rates) in 
effect at the time of the work 

f. Delays in the performance of work beyond the reasonable control of Seller, or delays caused by acts of the Buyer 
or prerequisite work by others, shall entitle Seller to an adjustment of time and price for completion of its work and 
expenses resulting therefrom. 

g. To ensure safe and alert personnel, the Seller's EHS policy requires a rest period of 36 consecutive hours every 
19 days. As such, Seller's schedule will implement one rest day for all personnel on site, at a minimum 19-day 
interval. By adding a lay-over day, our base offering does not include extra personnel for the rest period; safety is 
always a priority with both Seller and our Buyer/End-users. Seller can accommodate alternative schedules by 
adding personnel to site, these alternate schedules will be billed as an extra charge using the mutually agreed to 
change order process. 

h. The Seller will provide a field engineer to perform the following related to the HMI upgrade. These tasks will be 
performed on a per HMI basis; 

• HMI Client setup 
• Power up verification 
• Software installation, setup and verification 

i. In general, the Seller includes one (1) each ten (10) hour work day per HMI for the onsite work. A week at site is 
defined as Monday – Saturday on non-Holiday weeks. Additionally, the Seller includes two (2) each eight (8) hour 
days for travel to/from the jobsite. For projects with up to four (4) expected days at site the Seller will travel to site 
on Monday, start performing the services on Tuesday and travel home on or before Saturday. Sites/installations 
with greater than six (6) days at site or five (5) days if not working Saturdays will result in carry-over time for the 
non-worked weekend. Carry-over time is included in the pricing. 

Space  
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6.3 Delivery, Title Transfer, and Risk of Loss 
Space 

6.3.1 Equipment and Engineering 

Seller shall deliver Products to Buyer FCA Seller's Factory (Incoterms 2010). Title and Risk of loss shall pass to Buyer at 
Delivery. 

6.4 Payment Terms 

Our Firm Fixed Proposal is based upon the following invoicing schedule and terms: 

a. Payment Terms are Net 30 days 
b. Pricing is in United States Dollars (USD) 
c. Please send your remittances to Remit@bakerhughes.com 
d. As the Seller would like to make doing business easier, please take advantage of our Wire Transfer or ACH 

payment options by remitting payment using the following instructions: 

Account Name: Nexus Controls LLC 

Account Number: 352846304 

Bank Name: J.P. Morgan Chase Bank N.A. 

Bank Address: 1 Chase Manhattan Plaza, New York, United States, 10005 

ACH routing: 021000021 

Wire routing: 021000021 

SWIFT: CHASUS33 

Please note that check payments are no longer accepted.  

6.4.1 Invoicing Schedule 

Our proposal is based upon the following invoicing schedule: 

Invoicing Milestone Invoice Amount 

Seller's Acknowledgement of PO 30% 

Shipment of Equipment 60% 

Services De-Mobilization 10% 

Total 100% 
Space 

6.4.2 Termination Schedule 

For Contracts not utilizing the Seller's standard Termination Article, the following termination for convenience table shall 
apply: 

Weeks from order date: % of Contract Price 

< 2 20% 

< 6 60% 

< 8 85% 

> 8 100% 
Space 
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6.5 Terms and Conditions 

This quotation is an offer to sell between the Buyer and Seller, and subject to the terms and conditions listed below, which 
by reference are incorporated herein. To the extent there are conflicts or inconsistencies between this set of Terms and 
Conditions and the preceding information provided in this document, the preceding information shall prevail. 

a. Baker Hughes Company Terms & Conditions for Sale/Licensing of Products, Parts, and/or Services – Digital 
Solutions. 

b. Baker Hughes Company Software License and Security Addendum to Terms & Conditions for Sale/Licensing of 
Products, Parts, and/or Services – Digital Solutions. 

Considering the unprecedented volatility in the electronic and commodities markets, should one or more critical 
items included in the scope of supply be adversely and materially affected by market conditions at the time of the 
Buyer purchase order to Seller (e.g. sudden unavailability or significant increase in procurement lead time, 
etc…), Seller shall notify the Buyer of the expected impacts on the job in execution and the Parties shall meet 
and agree a reasonable adjustment of contract price and delivery time. 

Notwithstanding anything else, Seller shall not have any liability for delays resulting directly from governmental 
actions, supply chain shortages, or any other consequences attributable to the widespread impact of the 
pandemic known as Covid-19 or other similar strains or Coronavirus pandemics.  

Seller will generally consider the following precedence for any quotation, Contract or set of Terms and Conditions 
documents in resolving any conflict, error, or discrepancy: 

a. Fully executed Change Orders or contract Amendments 
b. Seller's terms and conditions 
c. Seller's quotation document 
d. Buyer's Specification/bid document 
e. Buyer's purchase order 

Space 

6.6 Purchase Order Address Details 

This proposal/quotation is contingent on the full disclosure of the End User location, before the acceptance of any 
Purchase Order. Seller will issue Acknowledgement to Buyer Purchase order with in seven (7) business days from receipt 
of ‘acceptable' Purchase order. The execution period of this contract starts from Seller's Order Acknowledgement date. 

Upon the Buyer's decision to submit a purchase order, please address the Purchase order to the following Seller's Legal 
Entity: 

NEXUS CONTROLS LLC  

1800 Nelson Rd  

LONGMONT  

CO, 80501-6324, UNITED STATES 

Attn: David Nierman 

a. Purchase Order must conform to and reference this document. 
b. Deviations between the Buyers Purchase Order and that proposed in this document, including i) Scope of work, ii) 

Price or iii) Schedule/s, or iv) Terms and Conditions may cause delays or non-acceptance of Purchase Order. 
c. Please provide a physical address for invoice delivery. 

Space 

6.7 Validity 

This Proposal is valid for 90 days from date of issue. It may be modified or withdrawn at any time by the Seller prior to 
receipt of Buyer's acceptance. Upon written notice to Buyer, this Proposal may be assigned, transferred, or novated by 
Seller in connection with a merger, consolidation, or sale of all or substantially all of Seller's assets to which this Proposal 
relates. 
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7 Appendices                                                                                                 

7.1 Baker Hughes LLC Terms and Conditions 

The following Terms and Conditions shall apply for this quote/contract document.  
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We would like to thank you for the opportunity to participate in your offer for Tender and we consider this 
opportunity of strategic importance to Baker Hughes. We look forward to partnering with you on this project and 
demonstrating our expanded portfolio and increased value proposition.  

   

At Baker Hughes we are committed to "doing the right thing" which means Health Safety and Environment (HSE), 
Quality and Compliance are the foundation for all our actions and all our processes. We ensure that everything 
we do is safe, honest, and takes care of our people, our customers, the communities we operate in, and the 
environment.  This means that HSE and Quality are built into everything we do, from how we design our 
products, to the way we plan and execute for our customers. We are proud of our track record and our first 
priority is always to HSE, Quality and Compliance.  

   

Baker Hughes aims to provide our customers the best commercial and technical proposal possible. We asked 
our teams to access the entire Baker Hughes organization and leverage our unique position in the supply chain 
to provide a solution that will provide improved operational efficiency and results.  

 

  

  

 


